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EXECUTIVE 
SUMMARY 


Generative Artificial Intelligence (GenAl) is an emerging and groundbreaking area of 
Artificial Intelligence (Al) that creates and understands quality text, images, audio, videos, 
3D models, and other content from training datasets. 


Generally, Al is a paradigm-shifting idea that entails the creation of intelligent computers 
capable of carrying out tasks that ordinarily demand human intelligence. Al includes a 
variety of technologies and methodologies, like computer vision, deep learning, natural 
language processing, and machine learning. Al systems use data to identify patterns, 
make choices, and take action to reach predetermined objectives. Al, including the GenAl, 
can increase productivity, accuracy, and efficiency, lowering costs and improving customer 
satisfaction. Virtual assistants, chatbots, recommendation systems, and autonomous 
vehicles are just a few examples of Al-powered applications that are already impacting 
the digital economy. 


GenAl can generate substantially rational and complex content that mimics human 
creativity, making it a valuable tool for numerous economic areas, like entertainment 
including game design, movie making, and product design, etc. GenAl is based on GPT 
(Generative Pre-trained Transformer), a type of Large Language Model (LLM), and it 
utilizes deep learning to generate human-like, conversational text. The LLMs are general- 
purpose technologies, and their versatility allows them to be applied in diverse scenarios. 


There are various Generative Al tools apart from OpenAl ChatGPT. The following are the 
examples of GenAl tools: Chatsonic, Google Al bard, LLM-Augmenter, Microsoft Dynamics 
365 Copilot, Microsoft new Bing, Salesforce Einstein GPT, and YouChat. However, this 
paper mainly concentrates on the GenAl tool ChatGPT. ChatGPT is one of the most popular 
applications of Generative Al that processes natural language prompts, offers detailed 
responses, and assists the users in completing the tasks like composing emails, essays, 
and even programming codes. 


The mechanism that powers the GenAl tool ‘ChatGPT’ includes training, input processing, 
inference, and response creation, among other steps. It is a conversational agent 
driven by GenAl that significantly impacts the digital economy by revolutionizing client 
relationships, enhancing operational effectiveness, and spurring business expansions. 


Such GenAl tools improve the customer experience by offering individualized and 
interactive support twenty-four hours a day with its capacity to comprehend and provide 
human-like responses. 


The GenAl tools, like ChatGPT, for example, serve as virtual assistants or customer 
support representatives for businesses, providing on-demand assistance, responding to 
inquiries, and assisting with purchasing decisions. This results in increased consumer 
involvement, contentment, and loyalty. Suchinnovative tools improve operationalefficiency 
by automating repetitive operations and offering prompt and accurate responses, saving 
enterprises time & resources, and increase sale productivity to generate business firms’ 
revenues, and to contribute for the growth of digital economy. 


It is important to remember that Generative Al-based applications, like ChatGPT, rely on 
statistical patterns discovered from training data and cannot always produce flawless or 
contextually relevant responses. The model's capabilities are currently being improved, 
and issues with language understanding, interpreting context, and creating high-quality 
responses are being addressed. Additionally, extra steps are taken during the fine-tuning 
and deployment stages to customize and optimize GenAl tools, like ChatGPT, for various 
applications, domains, or use cases. This entails further domain-specific dataset training 
and iterative advancements based on user input and actual user interactions. 


Despite numerous challenges of GenAl tools, including ethical challenges, it is captivating 
Venture Capital (VC) investors’ attention, and they are financing the Generative Al startups. 
Besides that, all other startups saw a 24% drop in investment. Globally, investments in 
GenAl are expected to hit USD 42 billion by the end of 2023 "!. For example, Mistral Al, a 
Paris-based start-up just a month old, picked up USD 110 million in seed funding to build 
and train a Generative Al model. 


Similarly, Salesforce Ventures announced expanding its Generative Al Fund to USD 500 
million, up from USD 250 million in March 2023). In a recent report on the economic 
potential of GenAl, it is mentioned that GenAl can deliver a total value in the range of 
USD 2.6 trillion to USD 4.4 trillion in economic benefits annually when applied across 
industries. They further added that it would add 15 to 40% to the USD 11.0 trillion to 
USD17.7 trillion of economic value that they now estimate nongenerative artificial 
intelligence and analytics could unlock ®!. The governments, business community, and 
even the creators of such GenAl-based tools want to establish collaboration to formulate 
a balanced regulatory framework, standards, and principles to manage the challenges of 
GenAl tools to reap maximum benefits from this novel technology's impact on productivity 
that could add handsome financial value, in the form of trillions of dollars, to the digital 
economy “! [51.31 


We noted numerous challenges, including ethical challenges, like lack of data security, 
accountability, transparency, digital literacy, and privacy regarding GenAl tools that could 
rise inequality, increase copyright infringements, embed biases in training data, reduce 
reliability, enhance discrimination, and toxicity of issues, lack of holistic regulatory 
framework, inadequate National Strategy and Policy for GenAl tools, non-availability of 
complete, and quality data. We explain such challenges in the forthcoming sections of 
this paper. 


We also propose a set of recommendations, including regulatory, and strategy 
recommendations based on the investigation of literature, through Systematic Literature 
Review method, and informal interactions of the authors with industry experts. The 
recommendations that include, but are not limited to the following: formulation of ethical 
guidelines, and framework for GenAl tools, early Al adoption by the business community, 
including retail and consumer packaged goods (CPG) industry, health, and education, 
and banking sectors in various areas for better impact on their business functions, 
formulation of national GenAl strategy, incentives for GenAl at levels for development, 
testing, and adoption of such technologies based tools, create awareness, and digital 
literacy about GenAl tools to tackle misconception about GenAl models, development of 
suitable standards, and principles to safeguard against side effects of GenAl tools. We 
have mentioned details about each proposed recommendation in the forthcoming paper 
sections."|, 


Generative Al, and its tools, like ChatGPT, are at the lips of every Entrepreneur, Venture 
Capitalist, CEO, Journalists, policymaker, and individual. It is also critical for them to 
make collaborative efforts to balance innovation and regulatory measures to manage 
GenAl tools side effects. Moreover, it is equally important not to stifle innovation and the 
potential impact, including possible economic impacts that GenAl brings to businesses 
and society. 


Al is at the heart of the Digital Cooperation Organization (DCO) agenda. In continuation 
of existing efforts on Al technologies, the DCO is currently in planning stages for the 
introduction of several initiatives, such as development of Al toolkit to assist the DCO 
Member States on the Al readiness and adoption of Al into a Member State business 
system to improve productivity, quality of services, and efficiency across various 
government departments. 


| INTRODUCTION 


The advent of Artificial Intelligence (Al) has reformed the fashion businesses operate in the 
digital economy in different significant ways, namely, automation & efficiency, data-driven 
decision-making, customer care, intelligent virtual assistants, process optimization, 
advanced fraud detection & security, etc. Al is the most fundamental transformative 
emerging technology, and it has the potential to address most of the critical issues we 
face, like climate change and the digital divide. 


Al, including GenAl are the simulation of human intelligence by machines, particularly 
computer systems using high-level algorithms, to perform tasks that would otherwise 


require human intelligence '”). 


| Alhas potential 
to has a positive 
impact on 
of the UN 
SDGs targets ©. 
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We promote the use of Al as it facilitates delivering 
high-quality goods and services in various sectors, 
like health, education, economy, justice, agriculture, 
etc., to achieve SDGs by 20307!"!, Figure 1 portrays 
a relationship between Al and Generative Al. 


Natural Language Processing (NLP) is 
an area within the discipline of Al that Artificial Intelligene 
empowers machines with the capacity to 
read, comprehend and extract meaning 
from human languages. The = main 
goal of NLP is to fill the gap between Deep Learning 
how humans communicate and how 
computers understand. Some essential 
research tasks in NLP include automatic 
summarization, co-reference resolution, 
discourse analysis, machine translation, 
morphological segmentation, named entity Chat GPT 
recognition, and part-off speech tagging. 


Generative Al 


NLP can be classified into two sections. 
The first section is Natural Language Figure 1: Relationship between Al and Generative Al 
Understanding, which empowers machines 

to understand and analyze natural language by extracting concepts, emotions, keywords, 
and other elements to facilitate understanding of the context delivered by human language. 


The second section is Natural Language Generation (NLG) which involves generating 
meaningful, rational, and fluent phrases, sentences, and paragraphs, like human- 
produced content, based on internal representation. The NLG is an important area of 
Generative Al. 


Generative Al (GenAl) is a kind of Artificial Intelligence that can create new content, like text, 
images, audio, videos, programming code, 3D models, etc. "!"""), GenAl is also known as a 
machine-learning framework "®, a set of algorithms "2, and a deep-learning model !"", 


The GenAl algorithms are constructed on top of foundation models trained on a massive 
amount of raw data in a self-supervised way to discover underlying patterns for a broad 
range of jobs. GenAl-based systems, like ChatGPT, generate valid text, like human- 
generated text. 


The following are the most notable applications of GenAl: 


01 
ChatGPT 
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ChatGPT is an Al Chatbot that relies on Large Language Models (LLM), like GPT 3.5 and 
GPT 4, trained on vast volumes of text for the purpose of responding to queries, text 
summarization, and sentiment analysis. 


DALL-E, a multimodal foundation model, can be utilized to create images, expand images 
beyond their original size, or alter existing paintings. In the recent-past, OpenAl (developer 
of ChatGPT) also released Dall-E 2, a new version of DALL-E, which is improved on the 
methods used for its first generation to create more high-end and photorealistic images. 


Such kind of Generative Al has the potential to significantly accelerate Al adoption, even 
in organizations lacking Al expertise. 


Following are the key categories of capabilities of GenAl: 


il 


® 


presung sorte Improving Personalizing 
efficiency experiences (11 12) 
a ee 


In Al, and its sub-domains, among the various Al models likewise Supervised, 
Unsupervised, Reinforcement or Deep learning, Computer vision or Generative models, 
the ability of language models to analyze and comprehend enormous volumes of textual 
data has attracted much attention. 


For example, Generative Pre-trained Transformer (GPT) and ChatGPT were developed 
by “OpenAl” which is an American organization focused on advancing Artificial General 
Intelligence (AGI) safely and beneficially for humans. 


Al and other kinds of Al technologies involve learning, reasoning, perception, and 
decision-making; therefore, such Al tools and technologies have the potential to impact 
the digital economy in numerous aspects, like provision of improved customer service, 
increasing efficiency, making trend-based decisions, enhancing user experience, etc. we 
also explain the applications of GenAl, and such technology-based tool in the public, and 
private sectors in the forthcoming section of the paper. 
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1.2 Generative Pre-Trained 
Transformer (GPT) 


The Generative Pre-Trained Transformer 
(GPT) is a language model developed 
by OpenAl. It is an advanced artificial 
intelligence system trained on large 
amounts of text data to produce human- 
like text based on a provided prompt or 
context. The model is “pre-trained” in that 
it is initially trained on a large corpus of 
text data and can then be fine-tuned for 
certain jobs, like contextual understanding 
in terms of text completion, question 
answering, and machine translation. 


GPT uses a deep learning technique called 
‘transformer architecture’, that allows it to 
process and understand data sequences 
such as text !"°), 
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Al's Large Language Model (LLM) utilizes 
deep learning, a model of machine learning, 
to process and generate natural language 
text. Such models are trained on massive 
amounts of text data, allowing them to 
learn the nuances and complexities of 
human language "*, 


GPT-3 was introduced with the ability to 
generate high-quality text and perform a 
wide range of language tasks. On March 
14, 2023, OpenAl released GPT-4, a large 
multimodal model (accepting image and 
text inputs and emitting text outputs) [14]. 
Subsequently, GPT5, once again larger than 
GPT4, is scheduled to come out of training 
in 2024 "9, 


1.3 Generative Al Tools 


Text Audio 


Code 


Various tools include OpenAl ChatGPT, 
Google Al bard, Microsoft Bing, Salesforce 
Einstein GPT, Microsoft Dynamics 365 
Copilot, LLM-Augmenter, Chatsonic, Apple 
ChatGPT-style product, and YouChat. 
However, this study mainly focuses on 
ChatGPT as an example. We also include 
a brief description of other GenAl-based 
tools in this segment of the study. 


ChatGPT: 

The ChatGPT is a Generative Al tool and a 
cutting-edge OpenAl chatbot technology 
released on November 30, 2022. ChatGPT 
is one of the most popular applications of 
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Images Videos Simulations 


NLP. It is a general-purpose conversational 
chatbot built on top of OpenAl’s GPT-3 family 
of large language models (LLM) that uses 
Natural Language Processing (NLP) and 
machine learning to enable users to have 
conversational interactions with a virtual 
assistant "4), It is trained on diverse text 
data, including books, articles, and online 
conversations, to enable it to engage in 
non-trivial dialogue and provide accurate 
information on various topics "4, The GenAl 
system ChatGPT is designed to be highly 
intelligent and intuitive, with the ability 
to understand and respond to complex 
requests in a natural and human-like way "7, 


The development of ChatGPT represents a 
significant advancement in natural language 
processing, GenAl, and Al in general, 
building upon the initial GPT (Generative 
Pre-trained Transformer) model "®. It is 
a Generative Artificial Intelligence agent 
to perform high-level cognitive tasks and 
produces _indistinguishable text from 
human-generated text '"4!"!, It is expected 
to impact every aspect of society, i.e., 
governments, businesses, and civil society. 


While GenAl-based ChatGPT, a variant of 
the GPT model tailored for conversational 
answers, has demonstrated promising 
potential, there are a few limitations to 
be aware of likewise; lack of consistency, 
sensitivity, incorrect or redundant 
information, vulnerability to biases, inability 
to ask explanation on ambiguous input, 
increasing ethical concerns, etc. However, 
OpenAl acknowledges these limitations 
and is actively working to improve its 
capabilities and address the mentioned and 
other relevant drawbacks. It is pertinent 
to enhance the ability of the GenAl model 
like ChatGPT; user feedback and active 
progressive research play a vital role in 
refining the model's performance and 
ensuring the responsible and beneficial 
use of Generative Al language models. 


The short briefs on a few other 
GenAl-based tools are as follows: 


Google Al Bard: 

It is an artificial intelligence chatbot 
developed by Google. Bard uses LaMDA, a 
Language Model for Dialogue Applications. 
It uses information from the web to provide 
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Introduction 


high-quality responses that are up-to- 
date and easy for the user to understand. 
Google Bard uses a combination of 
machine learning and Natural Language 
Processing (NLP) to provide these high- 
quality yet realistic responses to the user 
201 In the recent-past, Google introduced a 
new version of Google Al bard that can also 
speak its answer back to the users and 
respond to prompts that include images. 
Users can interact with Bard in over 40 
languages, including Arabic, Chinese, 
German, Hindi, and Spanish. 


Microsoft Dynamics 365 Copilot: 

It is the latest version of Microsoft's tool 
that includes several applications for sales, 
customer service, and marketing that 
integrates Al to automate specific tasks like 
data gathering and analysis or creating an 
email campaign, among other capabilities. 
With Dynamics 365 Copilot, organizations 
can empower their workers with Al 
tools built for sales, service, marketing, 
operations, and supply chain roles. These 
Al capabilities allow everyone to spend 
more time on the best parts of their jobs 
and less on mundane tasks 1). 


Microsoft's new Bing: 

Microsoft (MS) released its new Bing, 
powered by an upgraded viral Al chatbot 
ChatGPT model. MS claims the new model 
is faster and more accurate than ever 
before. The new Bing also has a Chat mode 
that pulls in web queries and allows users 
to ask contextual information based on 
them. Bing enables users to plan trips, get 
recipes, seek advice, and much more, like 
ChatGPT 2), 


ee | troduction 


Salesforce Einstein GPT: 

Salesforce Einstein is the first comprehensive 
Al for Customer Relationship Management 
(CRM) which is software solution that handles 
customer relationships. It’s an integrated 
set of Altechnologies that makes Salesforce 
Customer 360 smarter and brings Al to 
trailblazers everywhere 22), 


LLM-Augmenter 


Google Al bard 


Microsoft Bing, 


SYS YA 


a, 


Character.Al 


Salesforce 
Einstein GPT 


Microsoft } 


YouChat: 

YouChat acts like a search engine that lists 
links toindexed web pages relevanttousers’ 
queries. Alternatively, the users can get 
the typical ChatGPT-styled conversational 
responses for questions. If users are 
looking for a search engine and a Chabot- 
like ChatGPT rolled into one product, then 
YouChat could be a great option %4!. The 
subsequent Figure 2 presents a few GenAl 
tools. 


Youchat 


Chatsonic 


| 


ChatGPT 


"= 


Dynamics 365 Copilot 


Figure 2: A few Generative Al tools 
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1.4 GenAl & Digital Economy 


The digital economy encompasses a 
global network of economic endeavors, 
business transactions, and professional 
engagements facilitated by information 
and communication technologies (ICT). It 
can be concisely described as an economy 
that revolves around the utilization of 
digital technologies. According to the EU, 
the digital economy refers to digitalization 
affecting all businesses, albeit to altering 
degrees. It comprises companies that sell 
goods and services via the Internet and 
digital platforms that link spare capacity 
and demand 5), 


A professor from the University of 
California mentioned that the digital 
economy includes performing economic 
actions’ electronically, based on_ the 
electronic processing, storage, use, and 
communication of information, including 
activities that offer the enabling physical 
infrastructure and software #4, The UNCTAD 
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stated that the digital economy implies 
using ICT in creating goods and services, 
their consumption, and marketing ?”). 


The term “digital economy” denotes 
mainly the recent and _ significantly 
unrealized changes in various segments 
of the economies by computer-assisted 
digitization of data ?®. Adopting information 
and communication technology (ICT) by all 
business sectors is supporting the growth 
of the digital economy and boosting its 
productivity. Conventional beliefs about 
how firms are organized, how consumers 
receive goods and Services, and how states 
must adjust to new regulatory issues are 
changing as the economy undergoes a 
digital transformation ”%. 


Adopting human-centric and responsible 
Al and GenAl-based tools is vital to boost 
the global digital economy. The global 
Generative Al market is estimated to 


expand from USD 8.65 billion in 2022 to USD 188.62 billion by 2032, at a Compound 
Annual Growth Rate (CAGR) of 36.10% during the predicted phase 2023-2032. Moreover, 
the North American region dominated the market in 2022. Figure 3 showcases such vital 


trends of Generative Al market in 2022 8°. 


1 
1 * 
1 

4 2 . 1 0 % of the global market share 


was accounted by the North America 
region in 2022 


a 


Market is expected to The market was valued at 


register a CAGR of 36, 10% USD 8.65 billion in 2022 


{ 


-e 


Nadir 


es. 


- > 


ls 


The Transformers segment 


held share of 35.77% in 2022 


Disclaimer: The designations employed and the presentation of the material on any map do not imply the expression of any opinion whatsoever on the part of the 
Secretariat of the Digital Cooperation Organization concerning the legal status of any country, territory, city, or area or of its authorities, or concerning the delimitation 


of its frontiers or boundaries. 


Figure 3: Generative Al market in 2022 


By 2030, itis estimated that Al and GenAl-based decision- 
making technologies will add more than 20 trillion dollars 
to the global economy "1! ®!, Moreover, Venture Capital 
(VC) investors are financing Generative Al startups, 
despite numerous challenges of GenAl tools, including 
ethical challenges. Presently, GenAl is captivating 
investors’ attention. While all other startups saw a 24% 
drop in investment, globally, investments in GenAl are 
expected to hit USD 42 billion by the end of 2023 "!. Such 
investment opportunities are vital to boost the human- 
centric, inclusive, and sustainable digital economy. 
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While all other startups 


sawa 24% drop in 
investment, globally, 


investments in GenAl are 
expected to hit USD 42 
billion by the end of 2023 


GenAl tools and technologies have numerous impacts on the digital economy: enhanced 
customer support, personalized marketing, improved user engagement, data collection 
& streamlined workflows, new business opportunities, enhanced user interface & 
labor impact, etc. The positive impact of GenAl-based tools, like ChatGPT, on the digital 
economy depends on its ethical and responsible implementation, protecting data privacy, 
and ensuring transparency to build trust with users and stakeholders. 


Despite several potential rewards for the adoption of Al and GenAl-based technology 
systems, like ChatGPT, in public, and private sectors, such emerging technologies also 
raise challenges, including ethical issues, like lack of data privacy, and security, consumer 
trust deficit, copyrights, biases, reliability, and toxicity issues, lack of Al policies & strategy, 
like Al governance policy, non-availability of complete, and quality data. 


We also propose a set of recommendations, including regulatory and strategy 
recommendations based on the investigation of literature, through the Systematic 
Literature Review method and informal interactions of the author(s) with industry experts. 


The proposed recommendations include, but are not limited to the following: 


Early Al 
adoption by 
the business 
community 


Formulation of 
national GenAl 
strategy 


Digital literacy 
about GenAl 
tools to tackle 
misconception 
about GenAl 


Development of 
suitable standards, 
and principles to 
safeguard against 
side effects of 
GenAl tools 


Collaborative 
efforts to create 
affordable open- 

source GenAl 
models for the 
global community 


Formulation of 
ethical guidelines 
and framework 
for GenAl tools 


international 
cooperation for 
GenAl for good. 


We describe details about each proposed recommendation in the forthcoming paper 
sections. 


The remainder of the white paper is structured as follows: Section 2 mentions the 
background and history of Generative Al and its tools. Section 3 presents GenAl 
applications. Section 4 explains GenAl and the digital economy. Section 5 describes the 
challenges of GenAl tools. Section 6, make recommendations on GenAl. Section 7 lays 
out GenAl tools limitations. In the last section, we illustrate our conclusions and scope 
for future work. 
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BACKGROUND AND HISTORY OF 
GENERATIVE Al & AND ITS TOOLS 


Generative Al (GenAl) has an extensive history that 
dates back many years. Early generative models 
appeared in computer science during the 1950s and 
1960s. For instance, creating Markov and Hidden 
Markov Models (HMMs) !"7! laid the groundwork for 
producing data sequences. Researchers started 
investigating probabilistic models for generative Al 
inthe 1980s and 1990s. Such research-based efforts 
include methods to create realistic samples by 
simulating the underlying probability distributions, 
such as Bayesian networks and Gaussian mixture 
models. A Restricted Boltzmann Machine (RBM), a 
generative stochastic artificial neural network, was 
initially introduced under the title ‘Harmonium’ by 
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| Early generative 


models appeared in 
computer science 
during the 


Researchers started 
investigating 
probabilistic models 
for generative Al in the 


Paul Smolensky in 1986. Subsequently, 
RBM was expanded by Geoffrey Hinton and 
other collaborators, and they introduced 
fast learning algorithms "”!. 


An innovation in generative Al called 
Generative Adversarial Network (GAN) was 
introduced in 2014 by lan Goodfellow and his 
coworkers. The GAN is a category of machine 
learning frameworks and a _ prominent 
framework to approach generative Al. A 
generator and a discriminator are the two 
neural networks that make up GAN. 


Transformers have revolutionized the field 
due to their extended attention span. The 
transformers were introduced in 2017 by 
a team of experts at Google Brain. There 
are other kinds of transformers, like text, 
video, and speech Transformers. Natural 
Language Processing (NLP) revolutionized 
after Vaswani et al.''®! introduced the 
Transformer architecture. For example, 
GPT (Generative Pre-trained Transformer), 
have shown outstanding § ability in 
producing text that appears human, and 
they are frequently used for chatbots, text 
completion, and language translation. 


OpenAl introduced the GPT _ series 
(Generative Pre-trained Transformer) 
starting with GPT-1 in 2018. GPT models 
were trained unsupervised on massive 
amounts of text data using language 
modeling objectives ' °7 The models 
achieved’ state-of-the-art performance 
in text completion, summarization, and 
question-answering tasks. OpenAl released 
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ChatGPT as a variant of the GPT model 
fine-tuned specifically for generating 
conversational responses. ChatGPT was 
trained using dialogue interactions to 
generate more interactive and context- 
aware responses in a_ conversational 
setting". OpenAl continued to refine and 
iterate on the GPT and ChatGPT models 
based on user feedback and ongoing 
research. They released updated versions 
like GPT-2, introduced in February 2019, 
and GPT-3, introduced in May 2020, which 
showcased further advancements in 
language generation capabilities. 


On March 14, 2023, OpenAl officially 
launched the GPT-4 language model 
system that allows users to access the 
Chat GPT-4 with a paid subscription. In 
general, one of the key differences between 
GenAl tool ChatGPT with prior models is its 
ability to follow instructions promptly and 
offer a detailed response accordingly. This 
enhanced capability of ChatGPT is based on 
a model called InstructGPT, which OpenAl 
quietly unveiled at the beginning of 2022. 


Major players in the technology industry, 
including Microsoft, Google, and OpenAl, 
have made significant advancements in 
Al chatbot technology to make it more 
accessible to the public 2) 41. {351 [361 |t js 
pertinent to mention that GPT5, once again 
larger than GPT4, is scheduled to come 
out of training in 2024 "*!. We showcase 
the exponential growth of Generative Al 
development in Figure 4. 


1950s -1960s 1980s-1990s 2013 


HMMs 

Early Generative Modles 
laid the foundation for 
producing data sequences 


Probabilistic Model for GenAl 
Efforts begins to create 
realistic samples by simulating 
the probability distributions 


Variational Auto Encoder(VAE) 
A Generative model learns 
latent representation selects 
and generates fresh samples 


Early days of NLP i Energy based model RBM 
! Rule based systems and | vital for development of 
| Statistical models were used | GenAl 
i 1 
Befor 1980s 1986:RBM 
2018-2020 2014 


GPT-I,GPT-2&GPT-3 OpenAl ' Generative Adversarial Network 
introduced the GPT series (GAN) Discriminative and generative 
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Figure 4: Exponential Growth of Generative Al development 


Generally, Al has been deemed suitable were considered the least important areas 
for analytical tasks. Creative and_ for Al application in the innovation process. 
generative tasks, however, were thought 
to be reserved for the beautiful minds of 
human beings. A study conducted among 
innovation managers a few months before 
the barnstorming rise of GPT-3 in the 
last quarter of 2022 revealed that idea 
generation, idea evaluation, and prototyping 


Within months, the emergence of transformer 
language models and generative Als has 
changed this perception, and the use of Al 
in creative tasks such as idea generation 
has moved to the center of attention of 
practitioners and academics %7). 


19 | GenAl Reshaping the Digital Economy 


2.2 Characteristics of GenAl Tools 


The key characteristics of a Generative Al-based tool, i.e., ChatGPT, that include 
but are not limited to the following: 


Pre-training: Pre-training capability over the vast corpus of text data enables 
ChatGPT to learn patterns, grammar, vocabulary, and semantic relationships 
within human language ©! 


Contextual: Based onstatistical relationships and patterns found through training 
data, ChatGPT can recognize the input context and respond appropriately'”! 


Transferable: ChatGPT could generalize knowledge and language understanding 
from the pre-training phase to new tasks or domains, which helps the model 
learn general language patterns, semantics, and grammar"), 


Scalable: ChatGPT can be used for various use cases because it can be run 
on different hardware configurations, from a single GPU (Graphical Processing 
Unit) to multiple GPUs and TPUs Tensor Processing Units) °®, 


Fine-Tuning: It can be fine-tuned on specific tasks, such as conversation or 
language translation, by training on a smaller dataset. 


Generative model: It is a generative model, which means it can generate new 
text based on the input it receives. 


Large Capacity: With many parameters, it can memorize large amounts of data. 
Open Domain: It can generate text on a wide range of topics. 


Personalization: It can be fine-tuned for different languages and regions to 
generate text that is more specific to a particular audience. 
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2.3 GenAl-based Systems 
Back-End Operations 


Here, we briefly explain behind-the-scenes working operations of the Generative Al- 
based system ChatGPT as an example below: 


A Transformer-based Neural Network (TBNN) is the deep learning architecture on 
which ChatGPT is built. Transformers are renowned for their capacity to process and 
produce text by paying attention to various input sequence components. It goes through 
a pre-training stage when it acquires knowledge from a Significant body of text data. 
Numerous sources, including books, articles, websites, and other textual content, can 
be used to collect information. The model obtains the ability to predict the next word or 
token based on the context it has already recognized during pre-training. The model also 
gains language knowledge through the patterns it notices during pre-training. It gives an 
understanding of syntax, semantics, and syntactic structures and the ability to associate 
words and phrases with meanings. 


After pre-training, ChatGPT undergoes a fine-tuning process on specific datasets or tasks. 
This fine-tuning allows the model to adapt to specific applications or requirements. It 
involves training the model on labeled or task-specific data to optimize its performance 
on the desired tasks, such as generating coherent responses in a conversational setting. 
Once trained and fine-tuned, the model can be deployed to a production environment to 
interact with users. 
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Servers or cloud-based resources that accept user requests or prompts and immediately 
produce responses comprise most of the back-end architecture. The back-end processes 
the user’s input text and feeds it into the model whenever they send a prompt or message 
to ChatGPT. The model then responds based on its internal patterns, knowledge of the 
surrounding context, and the given prompt. The model provides the response by selecting 
or decoding from the probability distribution of the potential following words or tokens. 
Based on the input received, it seeks to produce a contextually relevant and coherent 
response. Figure 5 presents a brief concept behind the working structure of GenAl 
based tool ChatGPT as below: 
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Figure 5: A brief concept behind the working structure of the GenAl-based tool ChatGPT. 


2.4 Research Gaps, and Our 
Contribution 


In segment, we describe the following research gaps, and our contribution as below: 


Research Gaps:We notice mostly gray literature on the Generative Al, and its tools, like 
ChatGPT, however, we do not find much research-based studies on the subject topic. 
Moreover, existing research articles focus on main topics on Generative Al challenges, 
Generative Al applications in general, etc. However, we hardly find a study that thoroughly 
examines together the Generative Al, its tools and its impact on digital economy. Such 
aspects of the Generative Al include the following: applications of GenAl, challenges, 
including ethical challenges, limitations, and recommendations. 


Our Contribution: The concentration of this research-based paper is to address the above- 
mentioned research gaps covering all the above-mentioned GenAl aspects connected 
with digital economy, like proposing recommendations, including strategies, policies, and 
regulations recommendations for the stakeholders to revolutionize digital economy, and 
to make balance between innovation and governing measures to manage such emerging 
technologies, and tools side effects. 
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APPLICATIONS OF GENERATIVE Al 
AND ITS TOOLS 


In this section, we illustrate Generative Al and its tool ChatGPTs’ applications in public and 
private sectors, and communities to promote a sustainable, inclusive digital economy. 
To obtain benefits in the provision of public services, Public Administrations (PAs) have 
considerably increased the adoption of GenAl-based systems, like ChatGPT °7! 4°. The 
United Nations (UN) has given a Classification of Functions of Government (COFOG) that is 
centered on how governments segment their activities and direct their expenditure and 
management to socio-economic objectives". Moreover, COFOG offers an understanding 
to the PAs to maximize the use of Al-based solutions in public organizations. This 
classification standard has also been adopted by various international organizations, 
including others likewise OECD, EU, and the International Monetary Fund "7, 


Al-based systems, like ChatGPT, would be helpful for the public and private sectors 
to improve decision-making processes, expedite operations, and improve consumer 
experiences, as mentioned in the forthcoming paragraphs, to boost the digital economy. 
However, these sectors must consider the ethics of GenAl and its associated systems and 
appropriately deal with privacy issues critical for Al's long-term success. The public and 
private sectors are working on the possible applications and future opportunities of the 
GenAl to reshape the economy and convert it to a digital economy. 
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We describe a few such applications and opportunities of GenAl, and its tools, like 
ChatGPT, as follows: 


3.1 Applications of Generative Al and its Tools in 


the public sector 


01 


02 


03 


4 
* 
« 


Public Services Delivery: GenAl-based ChatGPT can be used by PAs to provide 
efficient and effective public services delivery, real-time answering common 
citizens’ inquiries, smooth execution, and management of country leadership, 
like Prime Minister or President, grievance management system and assisting 
them by offering numerous public services. 


Information Dissemination: Public sector organizations can leverage GenAl- 
based tools, like ChatGPT, to disseminate effective, accurate, and complete 
information, particularly during the global, and national disasters. They can 
answer frequently asked questions, guide the citizens on policies, including 
economic development policies, regulations, and public services for effective 
implementation, and upgrade such important policy documents to boost the 
country’s digital economy. 


Decision Support Systems: The GenAl can be applied in decision support 
systems to assist policymakers and civil servants in analyzing complex data, 
providing data insights, and recommending appropriate strategic actions at 
global, regional, and global levels. 
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3.2 Applications of Generative Al and its Tools in 
the private sector 


01 


02 


03 


04 


05 


06 


07 


08 


09 


Customer Engagement and Support: The private sector can deploy GenAl-based tools, 
like ChatGPT, to improve customer engagement and support, addressing customer 
inquiries, offering product recommendations, and resolving common issues. 


Virtual Sales Agents: ChatGPT can serve as virtual sales agents to engage with 
customers, understand their preferences, and suggest products or services that 
match their needs. 


Market Research and Development: Companies can leverage GenAl-based systems 
to analyze market trends, gather customer feedback, and generate insights for 
making strategic business decisions. 


Content Generation and Personalization: GenAl can aid in content creation, 
automating the generation of personalized product descriptions, marketing copy, or 
news articles based on user preferences and requirements. 


Chatbot Integration: Al-based ChatGPT can be integrated into existing online 
communication systems to enhance businesses’ conversational abilities and enable 
more natural and context-aware interactions between the marketing resources of 
firms and their online customers. 


Language Translation and Communication: The GenAl-based ChatGPT’s language 
capabilities can be applied for real-time translation services and to facilitate efficient 
real-time communication between businesses and their customers from different 
language backgrounds. 


Personalized Customer Interactions: Al-powered systems, such as ChatGPT, possess 
the ability to process vast amounts of data and understand customer preferences, 
behaviors, and past interactions. This enables them to offer highly personalized 
interactions, thereby enhancing the customer's sense of being understood and 
valued. 


Available around the clock: Unlike human customer service representatives who 
are constrained by working hours and capacity, Al-powered interactions offer the 
advantage of round-the-clock availability. ChatGPT and similar models can provide 
instant responses to customer queries, even during off-hours. This not only improves 
customer satisfaction but also helps businesses serve global customers in different 
time zones without delays. 


Scalability and Cost-Effectiveness: In today’s era of competition, by using GenAl, 
the cost of doing business can be reduced providing businesses an edge of the 
competition in the digital economy. It becomes important for any organization to 
adopt and prosper. 
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We have portrayed the key benefits of Generative Al based chatbot in Figure 6. 
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Figure 6: Key benefits of Generative Al based chatbot 
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GENERATIVE Al MODELS AND 
DIGITAL ECONOMY 


GenAl is a step shift in Artificial Intelligence’s (Al) evolution. As the public and private 
sectors rush to adapt and implement GenAl tools, recognizing the technology's potential 
to deliver value to the economy and society at large will assist in shaping critical decisions. 


Generative Al models, like ChatGPT, DALL-E 2, Google Bard, etc., are expected to impact 
the digital economy significantly, reforming various aspects of business operations 
and user experiences to increase productivity in multiple sectors to revolutionize the 
economy. While progress in Al technology continues, it will inevitably affect the digital 
economy, say tech experts and consultants. There are plenty of discussions between 
the stakeholders on the State of the Digital Economy and how Gen Al-based models, like 
ChatGPT, will impact the digital economy. 


There is no generally agreed definition of the digital economy; however, researchers, 
international organizations, and well-reputed IT firms presented digital economy 
definitions to fulfill their own motives. According to the EU, the digital economy refers to 
digitalization affecting all businesses, albeit to altering degrees. It consists of businesses 
that sell goods and services via the Internet and digital platforms that link spare capacity 
and demand 5), 
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The digital economy is an economic endeavor 
in which digital data is the main factor 
of production. In a generalized form, the 
digital economy can be presented as a part 
of economic relations that integrates mobile 
communications, information communication, 
and Internet technologies "®!. 


Using GenAl models, multiple segments 
of the digital economy, including, smart 
agriculture, digital industries digital 
construction, e-healthcare, e-education, 
e-commerce, and smart transportation, 
etc., either in public or private sectors, can 
improve in several ways. Among these 
sectors, some selected ones are described 
to understand better the argument behind 
the impact on the digital economy "¢! 
"8 There is a positive view that GenAl 
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model-based systems will prove to be an 
effective instrument for several workers, 
improving their capacities, productivity, and 
proficiency while granting a boost to the 
digital economy. In this way, GenAl can be 
utilized as a practical tool to extend their 
knowledge and expertise and provide them 
with the specialized skills required in areas 
like health care or education where there 
are ample employment opportunities; it 
could revitalize our workforce. 


Figure 7, mentioned in the recent McKinsey 
& Company report! indicates the potential 
impact of GenAl in the following business 
functions: marketing and sales, software 
engineering, research and development, 
and customer operations. 
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Figure 7: The potential impact of GenAl on the following business functions 


Source: Comparative Industry Service (CIS), IHS Markit; Oxford Economics; McKinsey Corporate and Business Functions database; McKinsey 
Manufacturing and Supply Chain 360; McKinsey Sales Navigator; Ignite, a McKinsey database; McKinsey analysis "°®! 
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The report mentioned that their above- 
mentioned analysis might reflect 
approximately 75% of the total annual 
value from generative Al applications in 
various business areas highlighted in the 
report), 


They explained that GenAl could deliver a 
total value in the range of $2.6 trillion to 
$4.4 trillion in economic benefits annually 
when applied to about sixty-three use cases 
across different industries. They further 
added that it would add 15 to 40% to the 
$11.0 trillion to $17.7 trillion of economic 
value that they now estimate nongenerative 
artificial intelligence and analytics could 
unlock "!, There are various factors for the 
impact of GenAl on the business sector, like 
the importance of different functions, and 
scale of an industry's revenue, etc. 


The GenAl tools significantly affect the 
health sector, including pharmaceutical 
and medical-product industries ranging 
from $60 billion to $110 billion yearly. 
Such mega potential reflects the resource- 
intensive process of determining new 
medication compounds. Health firms, 
including pharma companies, typically 
spend approximately 20% of their revenues 
on R&D, and developing a new drug takes an 
average of ten to fifteen years. Al could add 
roughly $310 billion in extra value for the 
retail industry, including auto dealerships, 
by enhancing performance in functions like 
marketing and customer interactions |. 


In the current digital age, we can hear 
shrieks from corner offices across the 
globe about how people can make money 
from using GenAl-based tools. Moreover, 
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GenAl could deliver a total value 
in the range of $2.6 trillion 


to$4.4 trillion in economic 
benefits annually 


It would add 15 to 40% to 
the $11.0 trillion to $17.7 


trillion of economic value 


The GenAl tools significantly 
affect the health sector, including 


| aes pharmaceutical and medical- 
Wy product industries ranging from 
$60 billion to $110 billion 


yearly. 


the technology giants, like app developers, 
venture-backed startups, and many of 
the world’s largest enterprises, are all 
aspiring to utilize the GenAl model, like 
ChatGPT, to generate business revenues 
and boost the growth of the digital 
economy. Investors, including Venture 
capitalists, are pouring billions into firms 
based on generative Al, and the list of apps 
and services driven by large language 
models is growing longer every day, 
intending to generate more business and 
finance to contribute to the global digital 
economy "31, 


Inthe forthcoming segments, we describe 
GenAl-based tools, like ChatGPT, potential 
impacts on certain key sectors as a 
pattern for the stakeholders to expand it 
to other sectors as well: 


4.1 Financial Sector, including 
Customer Operations. 


GenAl has the potential to significantly impact the financial sector by identifying, analyzing, 
and monitoring financial transactions, including fraudulent transactions, providing 
efficient customer service to improve the overall Customer Experience (CX), analyzing 
investment opportunities, managing risks associated with financial instruments and 
developing trading strategies for marketing patterns by the professionals. There are 
some pathways in which GenAl, and its tools, like ChatGPT, can contribute to the Finance 
sector, including customer operations: 


Personalized Customer Support through customer self-service interactions and 
Virtual Assistance ®!. 98). 44145) 
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4.2 Health Sector 


Generative Al could significantly advance the healthcare sector. For instance, it can boost 
patient engagement, delivery, and the precision and efficacy of medical diagnosis and 
treatment. However, it is important to note that Generative Al and tools, like ChatGPT, 
should not replace human healthcare providers but rather should be used to augment and 
enhance their work. We mention the following pathways in which GenAl can contribute to 
the health sector. 


Drug Development and 
Medical Diagnoses '™! 


Medical Education, Information '°*! Medication Management 
and Adherence "4! 
| 05 | Mental Health Support ©"! | 06 


Patient Triage and Assistance 2! 53! 


Personalized Health Care, 
including Personalized 
Medicine ©?! 


Health Monitoring and 
Lifestyle Guidance 


Healthcare big data collection, 
filtering, integration, and analysis ©! 


Language interpretation in the healthcare sector to assist patients in getting a 


medical report or doctor advice within a limited time, and cost, in their languages 
[57] 
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The applications of GenAl, and its tools, like ChatGPT, in healthcare sector as shown in 
Figure 8. 
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Figure 8: The applications of Generative Al in healthcare 


32 | GenAl Reshaping the Digital Economy 


4.3 Education Sector 


GenAl, and its models, like ChatGPT, revolutionize teaching, learning, and administrative 
procedures while offering the education sector a wide range of opportunities to improve 
learning outcomes, efficiency and providing more personalized instruction. It is estimated 
that Al, including GenAl technologies is expected to be worth USD 6 billion by 2024 "°°, 
The following are some important aspects of GenAl models in the education sector. 


Moreover, there are other potential applications of GenAl, and its tools, like ChatGPT, in 


the education domain as shown in figure 9. 
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Figure 9: Potential Applications of GenAl in education domain 
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4.4 Marketing and Sales 


Moreover, the Marketing and sales team of a business entity could be transformed by the 
GenAl-based tools for the following features @!: 


To prepare effective marketing communications by gathering market trends and 
customer information from various structured and un-structured sources 


} 02° To launch customers’ multilingual campaigns for their awareness. 


To establish conversion with virtual sales agents to imitate human qualities like 
personalized communication, empathy, and natural language processing to boost 
customer trust. 


04 To promote customer retention through effective messaging, and customer support 


The application of GenAl for marketing, and sales activities, include, but are not limited to 
the following: effective content creation, maintaining consistency, and maximize the use 
of data that is critical for a business entity marketing strategy, Search Engine Optimization 
(SEO) optimization, product, and services discovery and search personalization, identify 
and prioritize sales leads through building comprehensive costumers’ profiles, etc. 
There are several applications of GenAl in marketing and sales and one such application 
is shown in Figure 10. 
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Figure 10: Application of GenAl in marketing and sales '*! 
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[4.5 Climate Change 


The effectiveness of GenAl models in Climate Change is also critical for the stakeholders. 
As we know, GenAl models, like ChatGPT, consume a significant amount of energy. As 
more and more data is being processed and more GenAl models are being developed, the 
energy consumption of GenAl is only going to increase. 


Now, the Inventors of GenAl models, like OpenAl, are working on using renewable energy 
sources to store and process data in their data centers. They are also trying to reduce the 
scale of the GenAl model and promote efficient hardware use. GenAl is becoming more 
integrated into our daily lives, so we must use its tools, like ChatGPT, sustainably 7°). 


The stakeholders in climate change can utilize GenAl models in various themes but are 
not limited to the following: to conduct climate change research by investigating carbon 
dioxide emissions, weather patterns, and environmental impacts for the safety of our 
planet, to perform analysis of relevant data, that is gathered from different sources to 
track and predict changes in the air quality, to accomplish time-consuming, repetitive 
tasks, like reporting, and monitoring environment circumstances, to produce electronic 
reports, and presentations to mitigate the need for printing, and shipments of copies 
of such reports, and to generate contents to create awareness about the importance of 
sustainability for our clean planet. 
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4.6 Agriculture Sector 


In the agriculture sector, the GenAl-based models assist in the sector’s digital 
transformation by creating farming-related crowdsourced datasets and their integration 
with smart tech tools to respond to farmers’ queries through smart applications. Yield 
forecasting can provide us with a better way to plan. Robot farmers with Al can provide 
us with better yield. Al is also helpful to be used in Irrigation to avoid overwatering, The 
uses of GenAl in the agricultural field as presented in Figure 11. 
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Figure 11: Applications of GenAl in the agricultural field 
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4.7 Product and Services R&D 


GenAl has a critical role in product and services R&D in the following related activities: 


Early research 
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4.8 Miscellaneous Spectrum of 
Generative Al and its Tools 


The GenAl models, like ChatGPT, have a diverse spectrum that includes several 
applications and use cases in various sectors that include but are not limited to the 


following: 

01. AnE-Commerce Tool %¢! 

02. Virtual assistant & Language translation '*”! 

03 Assist To Businesses to Produce Collaterals “”! 

04 A Platform for Digital Transformation '*! 

05 An€Essential Tool for IT Developers 

06 Use of ChatGPT in the Justice Ecosystem to reduce time and efforts for Fair and 
Equitable Decision making by the court Judges for all Parties 

07  an€Efficient Alternative for Call Center Professionals 

08 Transformation of software engineering processes @! 


It is pertinent to mention that stakeholders, including policymakers, need to think about 
the combination of GenAl-based tools with other emerging technologies, like knowledge 
graph, quantum computing, AR/VR, and blockchain technologies, to take full benefits 
from these technologies in the various domains, such as environment domain, e-identity 
management, fintech, climate space, or environment domain, and interpretation of data 
with limited resources, and better quality control. 
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CHALLENGES OF GENERATIVE Al & 
ITS TOOLS 


While Artificial Intelligence (Al), Generative Al, and its tools, like ChatGPT, offer numerous 
opportunities to the public and private sectors. GenAl technology has sufficient capacity 
to process massive amounts of data, find patterns, and offer accurate predictions. 


However, there are several challenges of these emerging technologies that hinder Al 
adoption in both sectors. We categorized such challenges into two main groups, i.e., 
ethical, and generic. In this study, we focus on the ethical challenges of GenAl, and its 
tools, like ChatGPT. 


We make efforts to create awareness regarding GenAl challenges amongst the 
stakeholders so that they may establish cooperation to manage such critical issues for 
full adoption of Al, GenAl, and its tools, like ChatGPT, to ensure progress to achieve SDGs 
and to boost sustainable and inclusive digital economy '. 
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5.1 Ethical Challenges 


Concerns and considerations regarding the moral and ethical ramifications of Generative 
Al and its tools, like ChatGPT, creation, implementation, and use, are called its “ethical 
challenges”. Ethics is about concepts of right or wrong, and ethical issues usually tend 
to interfere with a society’s moral principles. In general, the following are examples of 
ethical issues: privacy, workplace safety, confidentiality, human rights, accountability, 
and equity of resources, informed consent, and user anonymity. 


Some activities may be legal, but in some individual's opinion, they are not ethical, like; 
performing a medicine test on animals is legal in numerous countries; however, some 
people think it is not ethical '”", Similarly, diverse ethical challenges arise from the 
potential impact of Generative Al and its tools, like ChatGPT, on various stakeholders and 
society. We also mention a few key GenAl ethical issues below: 


5.1.1 Inequality 


First, Generative Al-based tools, like 
ChatGPT, involving LLMs are not for minor 
fry. GenAl tool ChatGPT employs about 
10,000 Nvidia GPUs operating in tandem 
to train itself using its related LLM. An 
estimate is that about 30,000 Nvidia A100 
GPUs will be needed to continue ChatGPT 
in production. Moreover, the immense 
demand for electricity and cooling water 
is a prohibitive hurdle to any novel start- 
ups in the area—an estimated cost of 


GenAl tool ChatGPT employs 


about10,000 Nvidia GPUs 
operating in tandem to train itself 
using its related LLM 


An estimate is that about 30,000 
Nvidia A100 GPUs will be needed 
to continue ChatGPT in production 
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running GPT3, a ChatGPT predecessor, 
was USD four million per month. Thus, 
an LLM, by definition, is a vast technology 
business involving a steady influx of cash 
to continue operations of such GenAl 
models, continue to tune the LLMs and 
return a profit. Typically, monetization is 
attained through the markets for Search 
Engine Optimization (SEO), advertising, and 
subscription services. 


Hence, it can be no wonder that OpenAl, the 
parent company of the ChatGPT’s product 
line, has partnerships with Big Tech and IT 
firms like Microsoft and Stripe. Stripe is a 
leading consumer service firm, cooperating 
with OpenAl to extend individualized 
subscription services for the OpenAl GenAl- 
based tools services. Such partnerships are 
critical for OpenAl to compete, sustain their 
GenAl-based products, and frame required 
company business sustainment strategies. 
However, such raised strategies raise 
ethical issues, like inequality amongst the 
communities regarding who can buy high- 
ranking advertising campaigns based on 
costly technologies and who underwrites 
such advertising campaigns. 


Second, the current economic system is 
based on compensation for contribution to 
the economy, often measured by applying 
an hourly wage. Mostly companies are still 
dependent on hourly work when it comes 
to products and services. However, by using 
GenAl and its tools, a firm can drastically 
reduce reliance on the human workforce, 
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which means that revenues will go to fewer 
individuals. Therefore, people who own AI- 
driven companies will earn all the income '!. 


There will be limited participation of 
disadvantaged groups to experience the 
GenAl-based tools and offer feedback as 
per their needs. Such situations within the 
global community lead to GenAl ethical 
issues and inequality, creating hindrances 
to boosting a sustainable, human-centric, 
and inclusive digital economy. 


5.1.2 Biases in training data 


The first stage in a more ethical GenAl- 
based tool, ChatGPT, is spotting the quality 
of its training data. Mostly training data is 
freely available on the internet, and it is 
cumbersome to guarantee the accuracy 
of such data. The biases in training data 
may include discriminatory language, 
social stereotypes, exclusionary norms, 
etc. Therefore, there is always doubt in 
the users’ minds that the GenAl-based 
tool ChatGPT generated responses based 
on biased data can be incorrect or contain 
biases and harmful information !*). 


Biases may occur in collecting the training 
data used to train models, leading to biased 
outcomes. For example, racial biases 
may be introduced in creating datasets, 
with minorities being underrepresented, 
thereby leading to lower-than-expected 
prediction performance 


One form of toxicity that may arise is the presence of offensive language in the training 
data. This can result in the model generating or understanding offensive or harmful 
content when interacting with users ', For example, there is Gender bias in performance 


feedback written by ChatGPT!”*! as shown in Figure 12. 
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5.1.3 Copyright 


GenAl training datasets and model outputs 
can generate major IP risks, including 
infringing on copyrighted, patented, 
trademarked, or legally protected materials. 
It is also critical for the beneficiary entities 
to understand what data is incorporated 
into training datasets and how it’s used in 
GenAl-based tools outputs while they are 
using them in their environment®!. Moreover, 
international research institutions, like the 
International Committee of Medical Journal 
Editors (ICMJE) and the Committee on 
Publications Ethics, have already started 
deliberations on  GenAl-based _ tools, 
like ChatGPT, as an author. Given their 
ability and versatility, they believed that 
such GenAl tools, like ChatGPT, posed a 
challenge to the human-based authorship 
model and asked ChatGPT to opine on 
copyright matters. The ICMJE categorically 
mentioned that ChatGPT considers itself an 
invalid author '74'221. The content generated 
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Figure 12: Gender Assumptions by ChatGPT '72, 
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by GenAl models can be categorized as 
a “work” under the Copyright Law is also 
controversial '’”!. Since the release of GenAl- 
based tools, like ChatGPT, their matter of 
ghostwriting and copyright infringement 
issues still need to be addressed '74! 25 and 
require the global community's attention to 
promote effective technological systems to 
boost the human-centric digital economy. 


5.1.4 Privacy 


Data privacy is founded as one of the 
most critical aspects of Al, GenAl, and 
their models. The use of Al in numerous 
sectors, like health and transportation, 
raises concerns about privacy ethics 2°), 
In the transportation sector, for example, 
self-driving cars collect continuous data 
about their surroundings using advanced 
sensors. There is no fair expectation of 
privacy in public spaces where autonomous 
vehicles operate, and no warning or 
preference is endowed, creating privacy 


concerns. Similarly, the deployment of Al 
in the health sector also poses a slew of 
privacy ethics issues. 


Such issues include but are not limited to 
the following: the protection of personal 
records, the ethical limits of creativity, and 
the actual effect of technology on doctors 
and patients !78 '79). (60), [571 Using GenAl 
models in the education sector raises 
concerns about data privacy and security, 
as education sector data, including student 
data, is often sensitive and personal. Such 
problems include concerns about data 
breaches, unauthorized access to student 
data, and using student data for purposes 
other than education ©. The researcher 
stresses that if ChatGPT is applied to the 
financial sector, it needs robust privacy and 
safety measures and adherence to privacy 
standards and regulations. 


It is critical for business firms to consider 
the importance of data privacy ethics and 
adhere to the relevant privacy rules and 
regulations when creating and offering 
digital products and services to their 
valuable customers through the use of 
GenAl models ®", as their consumers are 
curious about what kind of data is gathered 
about them and how advertisers use their 
data. The GenAl-based tools, like OpenAl 
ChatGPT, are trained on big data collected 
from diverse sources, including pages 
scraped from the internet. However, such 
data sources also contain personal data 
about internet users. 


Therefore, countries noticed that OpenAl 
tools, ChatGPT, are using people's personal 


43 | GenAl Reshaping the Digital Economy 


data to respond to users’ queries. For 
example, the Italian government issued an 
official communication to OpenAl to stop 
exposing the Italian community personal 
data included in the ChatGPT training data 
(821. Government actions indicate privacy 
tensions around creating GenAl models, 
which are often trained on data, including 
internet data. 


5.1.5 Job displacement 


GenAl holds the capacity to mechanize 
mundane and repetitive responsibilities 
across diverse sectors, potentially resulting 
in the replacement of certain occupational 
positions. Activities that can be readily 
outlined, measured, and executed through 
algorithms are particularly prone to 
automation. The use of ChatGPT may affect 
the job market, potentially resulting in job 
displacement throughout the economy. 


Addressing this potential challenge and 
ensuring that the technology is used 
to augment and enhance existing roles 
rather than replace them is important 
for the successful future of ChatGPT "". 
A longstanding concern regarding Al 
in healthcare is the fear it will replace 
jobs, thus rendering healthcare workers 
obsolete "85, The threat of replacement 
translates to doubt and displeasure about 
Al-based interventions. Therefore, it has 
become utmost import for all the countries 
to train their workforce in the areas that 
are not going to obsolete due to Al such 
as content writing and graphic designing. 
Rather, they may train their workforce to 
be Al users or Al makers. 


5.1.6 Trust 


The use of GenAl models can affect user 
perceptions and trust, particularly in 
the context of sensitive information, like 
financial sector information. People have 
different reasons for not trusting GenAl- 
based tools, like ChatGPT. Examples of the 
following are the key reasons: ChatBot lies, 
unfair, no clue about the back-end systems 
of an enterprise, outdated, etc. 


Managing customer expectations and 
ensuring a positive experience with 
technology is critical to enhancing customer 
trust in such technical emerging solutions 
and Al adoption in the financial sector 
61 The OpenAl GenAl-based tools, like 
ChatGPT, are evolving, and new versions 
of ChatGPT are under testing and will be 
released soon. 


Therefore, OpenAl and its partners may 
give focus to adhere to the code of ethics 
to increase the trust of all the sectors, 
including the public sector, for smooth 
growth of technologies to progress towards 
SDGs and to boost a human-centric, 
sustainable digital economy "°°! 


44 | GenAl Reshaping the Digital Economy 


5.1.7 Transparency 


A major necessity for GenAl algorithms, 
like ChatGPT, to be considered just and 
ethical is transparency ®4!. The concept 
of transparency is diverse. About GenAl- 
based systems, we are concerned with, 
for example, how and why the GenAl 
algorithms reach a response, what stages 
can be accounted in the decision-making 
process to prepare the response based on 
the users’ queries, what are the determining 
key factors that led to the choice, what 
sources of information utilized to final the 
response |”! 5. Presently, there is a lack 
of effort from the developers of the GenAl 
algorithms to make them explainable and 
transparent for the stakeholders, including 
end users ®!, 


Transparency is critical in every sector 
of life, particularly in the health sector, 
as it affects healthcare decision-making 
processes that directly affect human lives. 


However, in such sectors, there is no 
mechanism introduced by the creators of 
the tools, like ChatGPT, for the end users to 
note and understand the system's details 
and offer information on how the GenAl 
tools were trained to ensure explainability 
aspects. The GenAl also has accountability 
issues as well 41. (50) 


It is pertinent to mention that there are no 
holistic ethical guidelines to manage the 
above-mentioned GenAl and its tools, like 
ChatGPT, ethical issues. 


5.2 Generic Challenges 


A generic challenge to ChatGPT refers to a common difficulty or obstacle the ChatGPT 
system faces, irrespective of specific application domains or contexts. These challenges 
are overarching and canimpact ChatGPT’s functionality and performance. Some examples 
of generic challenges include: 


01 


02 
03 
04 


05 
06 
07 


08 


09 


10 
11 
12 


13 
14 


Sector-oriented limited data availability °°! 

Incorrect & inconsistency in responses ©"! 

Lateness in GenAl adoption in business sectors ®! 
Accountability issue !®4! 50) 

Lack of standards and principles for GenAl and its models ©"! 
Reliability problem "67! (881. 591 

Robustness bottleneck 7! 6%. (901 


Large Models are running centrally, and access through the internet imposes data 
privacy and costing issues 4). 0! 


Limitation of open source with the current GenAl Models, like ChatGPT, as the 
OpenAl owns the source code ®*! 


No specific National Strategy for GenAl, and its Tools 4! 51! 

Inadequate incentives for GenAl for the IT firms, particularly for SMEs to explore GenAl '"! 
Misconceptions about GenAl Language Models '*#! 

Lack of digital literacy regarding GenAl and its tools within the global community”?! 


Research on GenAl models is still developing 
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The ability of ChatGPT to produce misinformation in language that is self-confident and 
context-sensitive will facilitate manipulators to execute cost-effective cross-platform 
misinformation campaigns. There is limited international cooperation to take preemptive 
measures by introducing standards and principles and framing the international 


regulations of GenAl, and its tools, like ChatGPT. 


In addition to the above-mentioned challenges, there are other various challenges, but 


are not limited to the following: 


Problem identification and 
formulation 


Data issues 


Responsibility, Controllability, 


Continual learning 


Semantic and communication 


Mind accountability 


Beneficial 


Verifiability 


Complexity, etc. '4). 
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Energy consumption 


Cheating and deception 


Predictability 


Storage (limited memory) 


Rationality 


Reproducibility, Evolution 


Exploration and 
exploitation Balance 


Safety 


RECOMMENDATIONS ON GENAI TO 
REVOLUTIONIZE THE DIGITAL ECONOMY 


Based on the literature and informal interactions of the authors with industry experts, 
there is a set of recommendations, including regulatory and strategy recommendations 
regarding GenAl and its tools, that has the potential to revolutionize the sustainable and 
human-centric digital economy in several ways, including: 


Recommendation for: All Stakeholders 


The development of holistic ethical guidelines and regulatory frameworks for 
developing and using GenAl can help address the following GenAl tool-related concerns: 
accountability, privacy, bias, and potentially harmful consequences. By formulating such 
ethical artifacts, the global community can benefit from emerging technologies to boost 
the human-centric digital economy instead of specific region-based Al regulations, like 
EU Al regulations/Act, likethe EU Al Act '*%it is critical for any new technology, like GenAl, 
to consider its ethical aspects and ensure that they are deployed responsibly, and it 
should be value-neutral '", 
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Therefore, it is suggested that stakeholders, 
including international organizations, 
businesses, and civil society, may collaborate 
to formulate ethical guidelines for the GenAl 
models like ChatGPT to use this technology 
for the good of humanity instead of misusing 
it. They must investigate the ethical gaps 
relating to the drastic uprise of NLP-based 
GenAl tools. 


Such regulatory frameworks also ensure 
that the fundamental human rights, the 
rule of law, democracy and environmental 
sustainability should be protected from 
high-risk Al'%®. 


The proposed guidelines can be helpful 
for the stakeholders and offer them a 
foundation to build specific rules, principles, 
and policies to ensure the optimization 
of the GenAl forthcoming models and the 
validity of its generated contents. 


Moreover, such ethical guidance will be 
centered to cater the following key ethical 
aspects: un-biasness of training datasets 
for the GenAl based tools, offer equal 
chance to use GenAl technologies to all 
communities of the world, promote equality 
by creating equal opportunities for the all 
kind of business entities to contribute to the 
digital economy instead of a few big IT firms 
who own such GenAl models, introduction 
of specific classifier to distinguish between 
human language, and GenAl tools generated 
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language to tackle the copyrights ethical 
issue, to consider the role of accountability 
601 honesty, integrity and transparency 
into the ethicality of GenAl based tools, 
like ChatGPT, consideration of privacy by 
default while developing, and evolving such 
emerging technologies based models, like 
ChatGPT. 


The ethical guidelines could also guide how 
the human controlled GenAl technologies’ 
more considerable impact will be in 
complementing and augmenting human 
Capabilities, not replacing the workforces 
to ensure performance from the joint work 
of GenAl tools and humans. The public and 
private sector leadership should reassure 
staff that the implementation of GenAl tools 
can supplement human efforts, and automate 
time-consuming and repetitive processes, 
freeing up people's time for more innovative 
and strategic work with the potential to 
create new employment and opportunities 
that demand specialized skills. The subject 
guidelines should focus on consumer 
data privacy through the transparent 
use of consumers’ data and adherence to 
international standards for data privacy. In 
this way, they will feel confident that their 
personal data is secure. Moreover, covering 
such personal data privacy aspects in the 
subject guidelines can help the public sector 
strengthen its relationships with citizens 
and the business community. 


*: Private Sector 


| 


It is recommended that the business community may take full advantage of early GenAl 
models, like ChatGPT, adoption. This way, businesses can transform their existing 
conventional technologies and cumbersome processes to grow with GenAl technologies. 
The business community, particularly business leadership, may initiate Al by formulating 
Al-friendly technology strategic goals and investigating current OpenAl GenAl-based 
models, like ChatGPT. Al field has already entered the various domains, like finance, 
engineering, security, and autonomous systems. 


Therefore, we suggest the business community, and other decision makers in other 
sectors of life for early adoption of Al in the following vital business areas to generate 
business values and to contribute to a sustainable and inclusive digital economy. It 
is observed that Al adoption is greatest in the sectors that are already strong digital 
adopters'! as shown in Figure 13. 
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Figure 13: / 
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6.2.1 Customer care 


The GenAl-based models, like ChatGPT, 
are excellently establishing effective 
interactions between businesses and 
customers. Their customers can receive 
personalized and engaging experiences 
with GenAl tools, which can also serve 
as virtual assistants or customer service 
representatives. 


They can provide real-time assistance, 
respond to questions, and assist with 
purchasing decisions. In this regard, it is 
highly recommended that the business 
community deploy the GenAl model 
ChatGPT to respond to the customer’s 
frequently asked queries or inform them to 
use valuable information to boost customer 
happiness, satisfaction, and engagement. 


6.2.2 Automation of repetitive 
processes 


There are limited dependencies on human 
intervention when repetitive processes are 
automated via GenAl models, which can 
also deliver quick and better responses. 
Because of such automation, via GenAl, 
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businesses may experience improved 
operational effectiveness and cost savings. 
6.2.3 Customer loyalty and 
retention 


GenAl-based models, like ChatGPT, can run 
around-the-clock, helping and providing 
services whenever needed. Due to the ability 
to increase availability and continuously 
support customers, business entities can 
increase customer loyalty and retention. 


6.2.4 Handling multiple 
simultaneous interactions 


Without experiencing major resource 
limitations, GenAl technologies can handle 
numerous simultaneous interactions. Due 
to its ability to scale, business entities 
can effectively handle large numbers 
of customer inquiries or _ requests, 
guaranteeing a _ positive customer 
experience even during busy times. 


6.2.5 Trust of customers 


It is suggested that business firms explain 
the advantages and disadvantages of GenAl 
technology to their valuable customers and 
make it clear that they are speaking with a 
GenAl Language Model. By doing this, such 
firms will be able to manage and control 
their expectations about such emerging 
technologies and foster trust. 


6.2.6 Establish a Customer 
Grievance System 


Even with the greatest of intentions, the 
influx of deliverables produced by GenAl 
could have mistaken or flaws that affect 
the clients. Because of this, businesses 
must have the resources necessary to 


comprehend what clients are saying 
about their goods and services in real 
time. Organizations can have a complete 
understanding of how their product is 
perceived by gathering user reviews from 
various platforms and channels. With this 
information, businesses can adjust and 
correct while ensuring that their products 
stay current, useful, and consistent with 
their brands. 


Therefore, it is suggested that entities 
may establish a customer grievance 
system to listen and understand their 
valuable feedback about a firm GenAl- 
based products, and services and to use 
their feedback for the improvement of the 
Generative Al based products, and services 
to build customer trust, and enhance 
business revenues to contribute to enhance 
digital economy. 


6.2.7 Transform sales and 
marketing departments 


To transform sales and _ marketing 
departments by gathering market trends and 
customer information and drafting proper 
marketing and sale communications™". 
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6.2.8 Optimize Software 


Engineering 

Optimize Software Engineering (SE) 
processes using GenAl tools in the 
following SE _ stages: initiation and 


planning, system design, programming, 
testing, implementation, and support and 
maintenance of the software solutions ®!. 


6.2.9 Use of GenAl for Product and 
Services R&D 


Boost the use of GenAl for Product and 
Services R&D for the following related 
business. activities: Early research 
analysis for market reports, ideation, and 
solution preparation, virtual design, virtual 
simulations, and physical test planning [3]. 
Besides the above-mentioned business 
areas, as suggested for the early adoption 
of GenAl, businesses can also adopt it in 
several other areas. The examples of such 
areas include but are not limited to the 
following: production of business reports 
andsummariesbyperforming analysis of big 
data for useful insights for the stakeholders, 
including business leadership; firms can 
utilize GenAl systems, like ChatGPT, for 
sales and marketing of their products, and 
services; and use of GenAl tools to assist 
the firms in preparing multilingual content, 
particularly on their official web portal, to 
expand their businesses in other regions 
of the world through managing languages 
barriers there. 


6.3 Development of National 
Generative Al Strategy 


Recommendation for: Public Sector 


The new wave of generative Al, particularly models like ChatGPT, can potentially transform 
sectors of life and entire industries as well. Governments should develop strategies to 
become a leading GenAl-enabled government, attract foreign Al and GenAl investment 
in numerous sectors in this digital world. In this way, governments can ensure efficient, 
effective public service delivery for the citizens and boost their public administrations’ 
performance at all levels. 


Such strategies can also support the states to attract foreign investment in Al, particularly 
GenAl, in various sectors, like health, tourism, education, and environment, agriculture, 
to build vital markets with high economic value. Such strategies somehow centered on 
different pillars, like GenAl literacy, requisite infrastructure for testing and deploying 
GenAl models, GenAl research and development, the establishment of state-of-the-art 
ecosystems for GenAl, including GenAl startup ecosystems, national and cross-border 
cooperation, and governance of GenAl, etc. 


Therefore, it is highly recommended that stakeholders, particularly governments, 
collaborate to formulate a holistic, clear, and compelling national GenAl strategies now. In 
the recent past, a few countries, like UK, Saudi Arabia, UAE, US, Singapore, Bahrain, etc., 
have already issued generic national Al strategies. They also need to revisit their existing 
national strategies to incorporate the GenAl, and its tools, like ChatGPT, or formulate a 
separate National GenAl strategy while considering the current development of GenAl- 
based models. 
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6.4 Incentives for GenAl 


Recommendation for: Public Sector 


The international organizations, governments, and investor community may incentivize 
financially, at all levels, for the testbed, development, and adoption of GenAl technologies 
within the state. Such incentives would be helpful for numerous key activities that include 
but are not limited to the following: 


@) to assess whether GenAl initiatives are socially preferable and environmentally 


Ne friendly. 


f to encourage creativity and promote competition in the development of specific 
& GenAl solutions that are ethically sound and in the interest of the common good. 


/f-~. to assist the national GenAl startups in developing GenAl based products 

@ through incubator funds, and paid mentorships. For example, Al Singapore's 100 
Experiments project to investigate startups, and SMEs specific problem and their 
possible Al technologies-based solutions cited in '". 
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6.5 Disclosure of GenAl, and its Tools, Like 
ChatGPT, Status as an Al Language Model 


Recommendation for: Private Sector 


Al-Language Models (LMs) are a form of GenAl '2!. Al Language Models are at the heart 
of widely utilized language applications, ChatGPT. The LMs utilize natural language 
processing algorithms to interpret and respond to text-based human input. The Language 
models are the statistical predictors of the next word, or any other language element 
given a sequence of preceding words. They facilitate machines to process and generate 
human language. 


The GenAl, and its models, like ChatGPT, function as Al-Language Models based on 
the data it has been trained on and the techniques it employs to respond. There are 
numerous misconceptions about Al-Language Models. For example, such LMs models 
are basically large databases. However, they are not huge databases; instead, they are 
just stored predefined responses. Such responses are uSually generated through pattern 
recognition instead of data retrieval. 


This false view that LMs are just large databases can indicate excessive expectations 
and misinterpretations of their potential. Understanding that LMs generate replies by 
pattern recognition, not data retrieval, facilitates the users to realize their generative 
nature and the difficulty of their responses. Other misconceptions about Al LMs include 
the following: Al LMs are creative, they understand human language and emotions, and 
Al LMs are accurate. 


Therefore, it is recommended that stakeholders may launch appropriate initiatives, like 
awareness Campaigns, to assist the people to understand that they are interacting with 
an Al Language Model, not a real person. This revelation can assist in establishing the 
parameters of the discussion and avert the above-mentioned misconceptions within the 
global community about GenAl-based systems, like ChatGPT. 


54 | GenAl Reshaping the Digital Economy 


6.6 GenAl Standards and Principles 


Recommendation for: All Stakeholders 


There is an essence to developing suitable standards and principles that can help the 
users to utilize GenAl-based tools, like ChatGPT, safely, ethically, and effectively in the 
same manner like international organizations, regional entities, and states somehow 
defined the Al standards, and principles, like OECD Al standards, and principles centered 
on how public sectors and other actors from the private sector, and civil society can 
shape a human-centric approach to the trustworthy Al. 


Therefore, it is suggested that stakeholders, particularly international organizations, 
may frame a multi-stakeholder working group to discuss and deliberate the GenAl 
above-mentioned challenges and propose a set of standards, and principles for GenAl, 
and its tools, like ChatGPT, to promote the adoption of human-controlled, responsible, 
and trustworthy Al to boost the world progress to achieve the UN SDGs, and to increase 
the sustainable, and inclusive digital economy "7, 


Such Al standards and principles may cover different required aspects that include but 
are not limited to the following to prevent undesired side effects related to the GenAl 
models, like ChatGPT: 


{ 01 Transparency i 02 Copyrights \ 03 Robustness | 04 Security 


\ 05 Accountability 4 06 Safety | 07 Human-centricity : 08 ‘Fairness 
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6.7 Significant Digital Literacy GenAl 


Recommendation for: All Stakeholders 


- 3 x . 
Generative Al-Language Models, like ChatGPT, are on everyone's lips nowadays and 
have terrific potential to boost the digital economy. However, such Al technologies need 
elevated society-wide digital maturity through sufficient digital literacy, as only informed 
use will benefit consumers. A collective focus on facilitating technological adoption and 
increasing information and digital literacy paves the way toward more ethical GenAl- 
based models, like ChatGPT 


Moreover, instead of banning such innovative GenAl-based tools, it is recommended 
that stakeholders, particularly international organizations, regional and national 
governmental bodies, and academia may, launch digital literacy joint initiatives, like a 
revision of the educational curriculum of degree programs, educational campaigns at 
school, college, and university levels, etc., to boost the digital literacy of the GenAl tools 
users. For example, the UN established an entity titled ‘Al for Good’ to bring together the 
best minds and technologies to resolve the world’s most critical Al issues '"). 


By imparting digital literacy to the users, they will be more informed and technically 
astute application of the new language models on a broad societal level. The prospects 
for GenAl literacy for the stakeholders as shown in Figure 14. 
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6.8 Research on GenAl, Including LLMs. 


Recommendation for: International Organizations, Civil Society, and Private Sector 


We do not find many research articles on GenAl, particularly on Large Language Models. 
It may be due to the recent release of GenAl-based models, like ChatGPT, released in 
November 2022. 


Therefore, it is suggested that research communities, international entities, academia, 
and research funding agencies may consider it as a key priority area for their current 
and future research work for further study of different aspects of GenAl-based models, 
like capabilities, potential, holistic approaches to manage such models’ challenges, 
particularly ethical issues. 


The Scientists should consider various relevant research topics, like locally hosted 
small-size models, frameworks for transparency, consumer trust, affordable solutions, 
Gen Al models for audio, and video contents, and approaches to boost digital literacy of 
the global community. 


They could also perform joint research in-collaboration with the practitioners about state- 
of-the-art GenAl tools prompt strategies for better results in the form of responses, and 
mitigation of black box approach to increase transparency of GenAl models. 


The outcome of the collaborative research efforts should be centered onrecommendations 
in the form of guidelines to formulate clear rules for GenAl models to tackle different 
related key matters. Such matters include the following: accountability for the responses 
of LLMs, to enhance transparency on the use of Al in the processes in the public sector, 
tackling of the copyrights challenges over the contents that are generated by the GenAl 
based systems, and development of GenAl standards, and principles. 
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[6.9 Use Open-Source GenAl Model™ 


Recommendation for: Private Sector 


Currently, numerous open-source GenAl models are available for fine-tuning. The open- 
source models, like HuggingFace, Bloomz, OPT-IML, LLaMA or Streamlit, can be utilized 
to build institutional GenAl model applications. 


Moreover, another research consortium is working to build affordable open-source 
models for the global community, particularly unserved and underserved communities of 
the world, to use such GenAl-based systems in their everyday life and provide feedback 
for the improvements of these models as per their needs. For example, pan-European 
research consortia are working to improve GenAl models as per European requirements, 
including advancing multilingualism in training data. 


Therefore, stakeholders, particularly international, regional, and national entities, are 
suggested to fund donors to spare dedicated time, efforts, and funds to build open-source 
GenAl models that should be grounded from the existing US industry subject models’ 
work. 
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6.10 Establishment of Cooperative 
Infrastructure for GenAl Models 


Recommendation for: All stakeholders 


It is suggested that public sector organizations could establish joint infrastructure to use 
specialized GenAl Language Models in a shared way, like by establishing, and executing 
a joint cloud data center combined with small hybrid edge models that only periodically 
access the cloud environment. 


They could also mutually procure GenAl models and cloud storage with external cloud 


service providers while taking appropriate measures for the privacy and safety of data, 
including personal data, to avoid associated risks, like: 


01 02 


Data Secrecy Data Leakage 
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6.11 Global Cooperation for GenAl for Good 


Recommendation for: All stakeholders 


GenAl-based systems, like ChatGPT, are evolving faster than predicted and such systems 
are getting very powerful that does need special attention as it has a global impact. 
Therefore, it also requires global cooperation. The CEO of Open Al delivered the same 
wording during his high-profile visit to South Korea in June 2023 "*. The CEO added that 
Al technologies, including GenAl-based models, are critical and a risk for humanity if left 
unchecked. He stressed that Al technologies should be given global priority along with 
other major societal challenges, like pandemics, climate change, and nuclear war, by the 
stakeholders. 


Moreover, governments are also under strain to construct GenAl regulatory framework, 
standards, and principles to build, train, and deploy LLMs and to manage the copyright 
and liability aspects for GenAl-based models generated content. At the same time, the 
global community is facing several misconceptions about GenAl tools, like ChatGPT, as 
mentioned in the preceding paragraphs. 


There are limited GenAl literacy initiatives for the public and private sectors. The GenAl 
technology actors are mostly self-regulating, with some Al firms coming up with joint 
initiatives and voluntary pledges. Global cooperation is also critical to develop and 
enforcing a Code of Conduct to monitor GenAl models and prevent abuses is a step in the 
right direction, given the potential impact of GenAl tools. Because of the above, a single 
entity at all levels can’t manage all the above GenAl tools’ critical aspects alone. 


Therefore, itis vitalto establish global cooperation of multi-stakeholders(e.g., international 
organizations, governments, businesses, civil society, and GenAl technological actors) for 
joint efforts to handle them without further hindering the speed at which Al technologies 
are being developed and deployed and assist the global community to take full advantage 
of such emerging technologies to boost the sustainable, human-centric digital economy. 
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6.12 GenAl Tech Firms’ Commitment with 
the Other Stakeholders, including Governments 


Recommendation for: Private Sector 


It is critical important that GenAl tech firms, like OpenAl, Meta, Google, Microsoft, Apple, 
etc., should be committed with the stakeholders, particularly with governments to tackle 
risks posed by the GenAl tools, and technologies to safeguard global community, and 
values of the countries. 


Examples of such commitments may include but are not limited to the following: well 
testing of GenAl tools by multi-stakeholder group of experts before their release; widely 
reporting GenAl limitations, and abilities on a regular basis, and take joint research 
initiatives in-consultation with research institutions on the GenAl risks, like discrimination, 
bias, copyrights, invasion of privacy, and spreading of misinformation. 


6.13 Constitution of an Independent Authority to 
Monitor and Analyze GenAl Tools Performance 


Recommendation for: All stakeholders 
To spot any problems or biases in ChatGPT’s responses by closely monitoring its 
performance and to make sure ChatGPT is running ethically and successfully, it is 
suggested that an independent authority at the state level may be established to monitor 
and analyze GenAl tools, like ChatGPT. 


The Authority may also regularly examine GenAl tools responses and any user comments 
or complaints and suggest remedial actions to the concerned quarters accordingly. This 
authority may also develop a mechanism for accountability to guarantee that GenAi tools, 
like ChatGPT, run fairly and openly. 
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|Generative Al tools, like ChatGPT, Limitations 


Generative Al models, like ChatGPT, have certain limitations, as mentioned below: 


Lack of real-world context understanding: It lacks a true sense of the world as 
it relies solely on patterns learned from training data and may not possess deep 
knowledge or common-sense reasoning abilities 7. 


Sensitivity to input phrasing: The GenAl tools, like ChatGPT, can be sensitive 
to slight variations in input phrasing, leading to different responses. It may not 
consistently handle rephrased questions or prompts, and small changes in 
wording can yield varying results [07 8, 


Tweaks sensitivity: GenAl tools can sometimes generate nonsensical, repetitive 
responses or lack coherence. It may struggle with longer conversations and 
maintaining consistent context throughout the dialogue '!. 


Excessive verbose: The GenAl models are often excessively verbose and overuse 
certain phrases, such as restating that it’s a language model trained by OpenAl. 
These issues arise from biases in the training data (trainers prefer longer answers 
that look more comprehensive) and well-known over-optimization issues "4, 


Knowledge limitations: The GenAl tool, like ChatGPT, can only provide information 
that it has been trained on up until a specific date (e.g., September 2021) and 
does not have real-time access to new information 97), 


Lack of emotional understanding: GenAl tools do not inherently express emotions. 
While it can mimic certain emotional tones based on the training data, it does not 
genuinely comprehend or empathize with emotions expressed by users"), 


Lack of creativity and originality: The GenAl systems, like ChatGPT, responses 
are based on patterns learned from the text. It can only generate responses like 
what it has seen before. It may be unable to create unique and original content 
or ideas "4, 


Lack of Accuracy: GenAl tools cannot generate clarifying questions, and the 
quality of answers would differ and may contain inaccurate information", 


Misinformation and Alternate Fact Creation: ChatGPT can sometimes generate 
plausible-sounding responses that are incorrect or misleading ""!. It may lack a 
fact-checking mechanism and can generate responses that appear accurate but 
are inaccurate or biased '™”). 


We consider the categorization of the recommendations on GenAl as a future work that 
could be performed in-consultation with GenAl experts. 
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CONCLUSION 


Generative Al tools rapidly transform the public and private sectors with disruptive GenAl 
technologies, like ChatGPT. It is estimated that GenAl can deliver a total value of $2.6 
trillion to $4.4 trillion in economic benefits annually when applied to about sixty-three use 
cases across different industries. 


GenAl technologies can be helpful to address most of the important issues we face, 
like climate change and the digital divide. The GenAl tools facilitate the private sector’s 
numerous business functions to decrease staffing levels and save costs. 


However, the progress in utilizing GenAl in the public sector is relatively low compared 
to the private sector. Governments have a diverse set of priorities based on the principle 
of serving the public interest and the need to respect standards and principles for ethical 
values of privacy, discrimination, bias, copyrights, safety, citizens’ rights, transparency, 
accountability, etc. 


Therefore, the public sector must take preemptive measures while introducing GenAl in 
their potential use cases of GenAl tools for the work of public servants. However, such 
tools could also affect the major principles which underpin the work of the public sector. 
Therefore, there is essence for the stakeholders to perform collaborative work to balance 
innovation and regulatory measures to manage GenAI tools’ side effects. 


It is equally important not to stifle innovation and the potential impact, including the 
economic effects that GenAl brings to businesses and society. While the creators of such 
GenAl tools require gathering feedback from diverse professional sources and users alike 
to ensure their protocols are robust, relevant, and effective in addressing GenAl tools’ 
challenges, particularly ethical ones. 


In this white paper, we describe GenAl tools applications, future opportunities, its impact on 
the digital economy, highlight key GenAl key challenges, including ethical issues, and finally 
propose recommendations, including strategy, policy, and regulatory recommendations 
for stakeholders. 
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Predicting the future of Generative Al-based tools, like ChatGPT, in 2050 is highly 
speculative and uncertain. However, based on the potential trajectory and advancements 
in GenAl technology-based models, some possibilities could shape their future. For 
example, enhanced understanding of natural language to become even more proficient 
at comprehending complex queries, context, and nuances in human communication. 
customization and personalization of GenAl models based on user preferences and specific 
industries. Moreover, focus on fair, and responsible use of GenAl models, multimodal 
Capabilities, cooperation, and co-creation between human, and GenAl Language Models, 
and improved context retention. 


It is also expected that in 2050, GenAl tools, like ChatGPT, will be an integral segment 
of communication. It'll be the go-to tool for businesses, organizations, and individuals to 
interact with computers and get high-quality, meaningful results quickly. ChatGPT will 
enable users to converse naturally in text and voice formats with Al bots that understand 
them. 


However, it is essential to note that these possibilities are speculative, and the actual future 
of ChatGPT in 2050 will depend on numerous factors, including research advancements, 
societal and ethical considerations, and technological developments. 


There is a need for researchers and practitioners to conduct extensive research as well 
as real-world case experiments to investigate the GenAl tools applications from technical, 
social, regulation, economic, and organizational perspectives to promote human-centric, 
fair, and responsible GenAl technologies in every sector of life. 


The Digital Cooperation Organization is persistently working on emerging technologies, 
including Al and GenAl, and the DCO Member States have signed and adopted the Riyadh 
Al Call for Action Declaration, reaffirming their shared desire to usher in a brighter future 
for all by harnessing the huge potential of Al to improve the lives of people around the 
world. It highlights the use of human-controlled and responsible Al in the public and 
private sectors to benefit lives worldwide. 


Subsequently, the DCO General Secretariat team is in the process of planning for the 
introduction of several Al initiatives, such as development of Al toolkit to assist the DCO 
Member States in the following key aspects: Assess Al readiness of a Member State to 
establish the groundwork for setting the stage for the future course of actions on the Al 
journey; and Al adoption and integration, including GenAl into a Member State business 
system to improve productivity, quality of services, and efficiency in the Member State's 
departments based on the results of the Al readiness results |". 
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